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Backgrounds 

We are working with smart cards, cryptography 

tools since 1993. Why are these hot topics in 

Hungary nowadays? 

 

• new (simplified) regulation for digital 

 signatures in Hungarian e-government 

 

 using software tokens with qualified 

 certificates (PKCS#12: .p12/.pfx files) 

 for creating advanced electronic 

 signatures 

 

 (see: Governmental Decree 

 No. 78/2010. (III. 25.) Section 5. (2)) 

 

• new contactless cards for students, 

 mass transit and e-government 

 

 some of them contains PKI 

 (e.g.: SmartMX) 
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Backgrounds 

API (Application Programming Interface): 

high-level interface for developers 

e.g. CryptSignHash(), CryptSignMessage() 

(MS CryptoAPI, CNG, PKCS#11) 

 

CSP (Cryptographic Service Provider), 

KSP (Key Storage Provider): 

HW and SW token driver from vendor 

e.g. addressing private keys and key slots 

(Gemalto, Oberthur, G&D) 

 

APDU (Application Programming Data Unit): 

general rules for data structures 

e.g. 00 B0 00 00 FF 

(ISO/IEC 7816-4 APDUs or pseudo-APDUs) 

 

HW token reader: 

WinSCard.dll: selects remote or local service 

SCardSrv.exe: selects device and its interface 

e.g. native interface of registered devices 

(PC/SC interface is common) 

source: microsoft.com 

(http://msdn.microsoft.com/en-us/library/bb905527.aspx) 
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Windows certificate stores 

 

 

 

 

 

 

 

 

 

„Let’s dump the protected imported private keys from a Windows Server!” 
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Windows certificate stores 

What does Microsoft tell us about CertOpenStore? 

 

„The store provider function copies its certificates [...] 

to the in-memory store [...]. The new store provider 

function can use any of the CryptoAPI [...] functions, [...], 

to add its Certificates and CRLs to the in-memory store.” 

 

... but also copies CRYPT_EXPORTABLE flag of private keys!!! 

... and these flags can be modified!!! 

 

source: microsoft.com 

(http://msdn.microsoft.com/en-us/library 

/windows/desktop/aa382403.aspx) 

E-Group, https://www.egroup.hu/ 
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(https://media.blackhat.com/bh-eu-
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Windows certificate stores 

Jason Geffner (March 18, 2011) at Black Hat Europe 2011 also talked about this 

issue, but his Proof-of-Concept code covered just newer operating systems: 

 

• ncrypt.dll is needed 

 

 Windows Vista/7 

 Windows Server 2008/2008 R2 

 

 

 

 

 

 

Our solution also works on other 

(older) operating systems as well! 

 

• crypt32.dll is needed 

 

 Windows XP/Vista/7 

 Windows Server 2003/2003 R2/2008/2008 R2 

 

source: blackhat.com 

(https://media.blackhat.com/bh-eu-

11/Jason_Geffner/BlackHat_EU_2011_Geffner_Exporting_RSA_Keys-WP.pdf) 
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Windows certificate stores 

How can our tool export protected keys? 

 

• CertOpenStore(), CertEnumCertificatesInStore() 

 

 creates a copy of certificate store (without private keys) 

 makes a list of stored certificates and their properties 

 

• CryptAcquireContext(), CryptAcquireCertificatePrivateKey() 

 

 sets CRYPT_SILENT or CRYPT_ACQUIRE_SILENT_FLAG flags 

 

• CryptGetUserKey() 

 

 gets handle that manages private key (in a CSP) for each listed certificate 

 

• CRYPT_EXPORTABLE, CryptExportKey() 

  

 sets CRYPT_EXPORTABLE flag in copy of certificate store (memory) 

 gets PRIVATEKEYBLOB from a separate store (PKCS#12 – .pfx/.p12 files) 

E-Group, https://www.egroup.hu/ 



  

9 
E-Group, https://www.egroup.hu/ E-Group, https://www.egroup.hu/ 

Windows certificate stores 

What can be the countermeasures? 

 

• use HW tokens for storing private keys (if it is possible) 

 

• do not copy CRYPT_EXPORTABLE flags (Microsoft should fix it) 

 

• „Enable strong private key protection” of SW tokens is not enough (SILENT) 

 use PKCS#12 (.p12/.pfx) SW tokens that really store encrypted private keys 

E-Group, https://www.egroup.hu/ 
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Windows certificate stores 
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PIN/password-management 

 

 

 

 

 

 

 

 

 

„Let’s play with PIN/passwords of HW tokens!” 
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PIN/password-management 

What does Microsoft tell us about PIN/password cache? 

 

„The Base CSP internally maintains a per-process cache of the PIN to enable 

caching. The PIN is stored encrypted in memory.” 

 

 

      ... which means, that in one 

      session the PIN/password can 

      be cached. 

 

      ... but Common Criteria EAL 4+ 

      evaluated HW tokens  

      have to enforce successful 

      authentication (and user 

      interaction) before each 

      function call! 

 

      PIN/password cache 

      capability depends on CSP! 

source: cenorm.be 

(ftp://ftp.cenorm.be/Public/Cwas/e-europe/esign/cwa14169-00-2004-Mar.pdf) 

source: microsoft.com 

(http://msdn.microsoft.com/en-us/library/bb905527.aspx) 
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PIN/password-management 

We assume that CSPs does not keep PIN/password in cache. Can we still automate 

PIN/password setting for each signature creation? What function shall we use? 

 

• CryptSetProvParam() 

 

 The application can cache the PIN/password and use it in the background! 

 

 

 

 

source: microsoft.com 

(http://msdn.microsoft.com/en-us/library/windows/desktop/aa380276.aspx) 
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PIN/password-management 

How can our tool use PIN/password of HW tokens automatically in the background? 

 

• CryptAcquireContext() 

 

 retrieves handle of CSP that contains private key of chosen certificate 

 

• CryptSetProvParam() 

 

 sets given PIN/password – since NTDDI_WINXPSP2 – (using handle of 

 CSP) for PP_SECURE_KEYEXCHANGE_PIN or PP_SECURE_SIGNATURE_PIN 

 

• CryptCreateHash() 

 

 initializes and returns handle of hash value 

 

• CryptHashData() 

 

 sets data to be hashed (using handle of hash value) 

 

• CryptSignHash() 

 

 creates signature E-Group, https://www.egroup.hu/ 
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PIN/password-management 

What can be the countermeasures? 

 

• we can not clearly decide whether PIN/password cache is „good” or „bad” 

 (e.g. imagine that someone has to sign digitally hundreds of documents a 

 day – after visual verification of contents - using a smart card with 

 PIN/password) 

 

 ... but if you need this functionality, be sure that either signature-creation 

 application or CSP manages PIN/password values in a secure way 

 

      (e.g. source code analysis at 

      Common Criteria EAL4 level or 

      above) 

source: commoncriteriaportal.org 

(http://www.commoncriteriaportal.org/files

/ccfiles/CEMV3.1R3.pdf) 
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Communication channels 

 

 

 

 

 

 

 

 

 

„Let’s check the digital signatures of the CSP layer!” 
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Communication channels 

What do we know about secure HW tokens? 

 

• most of them are certified based on FIPS or Common Criteria 

 e.g. G&D SmartCafe Expert 3.2 FIPS 140-2 level 3, Common Criteria EAL 5+ 

 e.g. such certification costs about $250.000 

 

 ... but these certifications cover just the HW tokens themselves! 

 ... in most cases they do not tell us anything about running environment! 

 

The CSPs are protected: they are signed by Microsoft! 

 

 ... but is it enough? 
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Communication channels 

The CSPs are protected: they are signed 

by Microsoft! 

 

„Vendors can develop hardware or 

software CSPs that support a wide 

range of cryptographic operations and 

technologies. However, Microsoft must 

certify and digitally sign all CSPs.” 

 

 

 

CSP signature is an extra security layer 

on .dll files which is created by 

cspSign.exe (separately stored .sig file 

or embedded into resource file). 

source: microsoft.com 

(http://technet.microsoft.com/en-us/library/cc776447.aspx) 

source: microsoft.com 

(http://msdn.microsoft.com/en-us/library/bb905527.aspx) 
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Communication channels 

How can we change parts of a signed CSP in the background? 

 

• all .dll files of CSP are signed by Microsoft, but 

 just registered .dll file of CSP is verified by Windows! 

 

 dependency tree of .dll files of CSP is not checked 

 

In our real-life experience we sent all parts (sdxcsp.dll and SDXCSPDlg.dll) of our 

CSP to Microsoft to be signed. The sdxcsp.dll file was set in the registry, but this file 

imported also the SDXCSPDlg.dll (in which content could be modified)! 

 

E-Group, https://www.egroup.hu/ 
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Communication channels 

What can be the countermeasures? 

 

• explicitly verify all .dll files of CSP loaded into memory 

 

 e.g. tools can be used that verify hashes of files based on „white lists” 

 

• enforce verification of all CSP files by Windows (Microsoft should fix it) 

 

 

 

 

 

 

 

 

 

 

 

 

... but at CNG (Cryptography API: Next Generation) where KSPs (Key Storage 

Provider) can be created, it seems, that these rules will change! 

source: microsoft.com 

(http://msdn.microsoft.com/en-us/library/ms953432.aspx) 
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Communication channels 

 

 

 

 

 

 

 

 

 

„Let’s dump the communication of HW tokens!” 
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Communication channels 

The communication channels between HW tokens and their CSPs should be 

protected... 

 

„PC/SC functionality is exposed to applications via the Windows Smart Card 

(WinSCard) client API, implemented in winscard.dll and, to a lesser degree, 

scarddlg.dll. [...] Each command is sent to the card via the WinSCard function 

SCardTransmit.” 

 

 

... but winscard.dll can be replaced without any error! 

... communication between CSP and smart card can be monitored! 

... and in most cases these communication channels are not encrypted! 

source: microsoft.com 

(http://msdn.microsoft.com/en-us/magazine/cc163521.aspx) 

E-Group, https://www.egroup.hu/ 



  

23 
E-Group, https://www.egroup.hu/ E-Group, https://www.egroup.hu/ 

Communication channels 

How can we monitor communication channels between HW tokens and their CSPs? 

 

• create fake winscard.dll 

 

 works as a proxy, and creates logs (e.g. about PIN code) 

 kind of DLL preloading attack (see Dynamic-Link Library Security topic) 

 

 ... even if „SafeDllSearchMode” registry is present and is set to value „1”! 

 

source: microsoft.com 

(http://msdn.microsoft.com/en-us/library/windows/desktop/ms682586.aspx) 
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Communication channels 

What can be the countermeasures? 

 

• be sure that encrypted APDUs (e.g. PIN codes) are sent to HW tokens 

 

      e.g. use eID framework or  

      other CSPs that implement 

      also optional parts of 

      CEN CWA 14890 requirements 

      (see „Secure Messaging”) 

 

source: cenorm.be 

(ftp://ftp.cenorm.be/Public/Cwas/e-europe/esign/cwa14890-01-2004-Mar.pdf) 

source: opensc-project.org 

(http://www.opensc-project.org/opensc/wiki/MiniDriver) 
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Communication channels 

 

 

 

 

 

 

 

 

 

„Let’s use HW tokens remotely without any user interaction in the background!” 
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Communication channels 

     The communication channels between 

     HW tokens and their CSPs should be 

     protected... 

 

     The winscard.dll is also important 

     at forwarding communication either to 

     local devices or to remote devices 

     (connected in Terminal Session). 

 

     ... but we can also replace original 

     winscard.dll on a remote machine, 

     and inject APDUs remotely! 

source: microsoft.com 

(http://msdn.microsoft.com/en-us/library/bb905527.aspx) 
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Communication channels 

How can we execute HW token commands remotely? 

 

• locate a server which can be accessed 

 

 replace winscard.dll with fake one in order to log all APDU communications 

 

• sleep() 

 

 wait for e.g. system administrator to log in to this attacked server via RDP 

 

• monitor and replay APDUs 

 

 if the „Smart cards” local device was connected via RDP by remote user ... 

 if the HW token of remote user was in the reader... 

 if the HW token was used during this RDP session by remote user ... 

 

 then we get APDUs (including PIN/password)! 

 then we can replay these APDUs whenever this RDP session exists! 

 then we can create digital signatures remotely in the background! 

E-Group, https://www.egroup.hu/ 
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Communication channels 

What can be the countermeasures? 

 

• if you need to administer another 

 computer remotely, do not use RDP 

 

• if you use RDP, do not connect 

 „Smart cards” local devices 

 

• if you connect „Smart cards” local 

 devices, do not leave your HW token 

 in the reader or in the USB port 
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Communication channels 
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Thank you! 
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