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Alkalmazott kriptografiai algoritmusok E-CROUP

SHA-256

BitCoin (BTC) LiteCoin (LTC)
PeerCoin (PPC) DogeCoin (DOGE)
NameCoin (NMC) MasterCoin (MSC)
TerraCoin (TRC) CraftCoin (CRC)

A lenyomatok ECDSA algoritmus révén keriilnek alairasra (scriptSig).

forras: http://coinwik.org/List_of_all_DCs
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Alkalmazott kriptografiai algoritmusok E-GROUP

SOFTWARE & BEYDMD

SHA-256

NSA (design) Tarsnap (design)

NIST (publish) IETF RFC draft (publish)

2001 (date) 2012 (date)

256 bits (output) 256 bits (output)

CPU, GPU, FPGA, ASIC (mining) CPU, GPU, memory (mining)

Merkle-Damgard (structure) Merkle-Damgard, HMAC (structure)

2*SHA-256 salt: 80 bytes
CPU_memory_cost: n = 1024
block_size: r=1
parallelization: p=1

forras: https://en.bitcoin.it/wiki/Mining_hardware_comparison
https://litecoin.info/Mining_hardware_comparison
http://tools.ietf.org/html/draft-josefsson-scrypt-kdf-01
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Tranzakciok, blokkok anatomiaja E-GROUP

SOFTWARE & BEYDMD

65831e934ff763ae46a2abe 172b3f 1b60abcelbf B -

{
"hash":"000000000019d6689c085ac165831e934£f763ac46a2a6c172b3f1b60aBce26E",
"ver”:1,
"prev_block":"0000000000000000000000000000000000000000000000000000000000000000",
"mrkl_root":"4abeledbaabB9f3a32518a88c31lbcETIElE8LT66T3e2CcCcTTab2l2ThTalfdeda3zb",
"time":1231006505,
"bits":4E6604799,
"nonce":2083236893,

"n_tx":1,
"size":285,
noxms |

{
"hash":"4abele4baab89f3a32518a88c31bceTE618£76673e2ccTTab2127bTafdeda33b”,
"ver”:1,
"vin_sz":1,
"vout sz":1,
"lock time": o,
"5122“:204,
ninw: |
{
"prev out™:{
"hash": "0000000000000000000000000000000000000000000000000000000000000000",
"n":4294967295
i
"coinbase":"04ffff001d0104455468652054696d65732030352f4261622f3230303920436E8616e63656c8cE6fT220656220627269626b206£66207365636£6264206261696c6LT757420666£72206281
}
1,
"out®: [
{
"value™:"50.00000000",
"scriptPubKey":"04678afdb0fe5548271967f1a67130b7105cd6a828203909267962e0ealf61debb49f6bc3f4cef38c4f35504e51ec112de5c384dfTbalb8d578a4cT02b6bf11d5f OF CHECKSIG”
}
1
}
1,
"mrkl tree": [
"4abeledbaabB9f3a32518a88c31lbcBTI6e1E8fTE673e2cc7Tab2l27TbTafdeda33b”
1

| Genesis block

20009. januar 3-an keriilt kibocsatasra, 50 BTC  értékben, a
1A1zP1eP5QGefi2DMPTfTL5SLmv7DivfNa cimre széléan, az alabbi coinbase értéket
tartalmazo elso BitCoin blokk:

"coinbase":"84ffffB81d0164455468652054696d65732030332F4a616e2132303039204368616e63656cbcbT72206T62286272696e6b206T6628736563676e64206261696c617574206661722862616e6b73"

The Times a3/ Jan/ 2860829 Chanmncellor on brink o f second bailout for banks

TEXE R SOFTWARE & BEYOND



Tranzakciok, blokkok anatoémiaja E-GROUP

Fcdad3 @ 8-

blockexplorer.com/rawblock/()

"hash":"000000000a40772eeba407f4fbc20c0ddfaeac29e574133cf5d217790f1c4ad3",
"yer":1,
"prev_block":"0000000000c7074al70fcfdf650f9688f8ecTadacaclecd652386batT3640a39",
"mrkl root™:"a3d37089=2e541b468165f1a2dbal6651bl148ff670b0B297242c4dB8T3e9222E4d",
"time“:l2'?'?142863,

"bics":47072726E,

"nonce™:47901640,

"n_tx":2,
"size":415,
nexn: |

i
"hash":"3d5918c58d0alaablcecl3246fTed96dcTE556264f0677c409f13903b6cE6ale",
"yer®”:1,
"vin_sz":1,
"wvout_sz":l,
"lock time":0,
"size":134,

minw. [
{

"prev_out”:{
"hash":"0000000000000000000000000000000000000000000000000000000000000000",
"n":4294967295

te

"coinbase":"0464balelc0l64”

"value™:"50.00000000",
"scriptPubKey":"04542a75229307e6ba0d5e860931eabccdl153fd2beSabfice2e281cdfc4c8TTcE5b7T7a0983b0£a31d07b1bd998e60Tb0df22305bccT5d491eb815f0cT786E8e£386 OF CHECKSIG"

}
1
Yo
4
"hash":"9f33a682batc433d49abd3Eaed47el9d6922c45d04767582b4301a2dcEa98663",
Tyer .
"vin_sz":1,

"vout_sz":1,
"lock time":0,
"zize™:200,

minw:[
i
"prev_out":{
"hash":"852d1lcca%1abfBe50chbifT49£854913dcf681d64107d2beceSb4caficBdld4368”,
wam.g
te
"gcriptS5ig":"30450221008b6c29cE075286d74bEE16E3ee0f2c0d5eds5T0c4T76T7E774cbchbe4844f9682230022037b20f4f01b70cd3b47e1940c181clbbesT7E822a3bE8569512c0282batdld39662 01"
}
1.
"out”: [
{
"wvalue™:"50.00000000",
"scriptFubKey":"04351f16d2269e28e7L701d3cT7c206d7Eefag64117I2aee046L239ebf744b782a7T7d135d49r424b80b339821d34cB8c2ac5e4640b2efa419132a0e576713c27cced OF _CHECKSIG"
}

}

1.

"mrkl tree": [
”SdEQlBESBdO‘alaaGlCECl3246f7&d96dc75556264f0677C409fl3903b6c8Galﬁ",
"8f33a6E2batc433d49abd38aed47el8d6922c49d04767582b4301a2dcEal8663",
"a3d870E9%eeb41b4681l6ff1a2dbal6651bl48ff6T70b0E29724ee4dEET3e92e2 4"
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Tranzakciok, blokkok anatomiaja E-GROUP

SOFTWARE & BEYDMD

< blockexplorer.com/rawblock/D eebad)7f4fbc20clddfaea T4133cf5d21 1cdad3 c E"

"hash":"000000000a40772eeba407f4fbc20c0ddfaecac29e574133cf5d217790f1c4ad3”,
"ver”:1,
"prev_bklock":"0000000000c7074al70fcfdf650f9688f8eeTadacac0ead6523860ba873640a39",
"mrkl root":"a3d97089ee541b46816ff1a2dbal6651bl4Bff670b0B29T724224dBBT3e92e2£d",
1277142863

"hash":"3d5918c58d0alaaélcec]13246fTed36dc78556264F0677c409£13903b6cE6a16",

1,
"vin_sz":1,
"vout_sz

"lock time":0,
"size":134,
minms [

{

"prev_out":{
"hash":"0000000000000000000000000000000000000000000000000000000000000000",
"n":4254%967255

Iy

b= " coinbas e " : "04 64balelc0164"
}

1.

"out": [
{

"value™:;"50.00000000",

"scriptPubKey":"0454ea792e9307e6bald5e860931eaBccdl13fd?be%abf3ce2e2B1ledfc4cd7TcB5bT77a0983b0fa31d0Tb1bd998e607b0df22905bcc75d491eb815f0cT86E8ef386 OF CHECKSIG"
}

"hash":"9f33a682batc433d4%9abd38aed47el19d6922c49d04767582b4301a2dcEa9B8e63",
"yer”:1,
"vin_sz":1,
"vout_sz":1l,
"lock time":0,
"size":200,
ninm: |
{
"prev_out":{
"hash":"852d1lcca%labf8e50cbff749f854913dcfa81d64107d2bce%4cafBc8dld4369",
LAY
Iy
"scriptS5ig":"30450221008b6c29cB0T75286d74b8816832e20f2c0d5ed5T70c4T767£774cbcbe4844£9682230022037b20£4£01b70cd3b4721940c181clbbes7822a3bB569512c0282baBld39662501"

"value":"50.00000000",
"scriptPubKey":"04351f16d2269e28e7L701d3c7c206d7Eefabd4117f2ace046£239ebf744b782a77d135d49£424b80b339821d34c8Ec2Zacte4640b2efad419132a0e576713c27coced OP_CHECKSIG"

1

}

1,

"mrkl tree”:[
"345918c58d0alaabloecl3246f7eda6deTE556264 50 677c409f13903b6CcE6ale",
"9f33a682bal8c433d49abd38aed47el9d6922c49d04767582b4301a2dcEa%8663",
"a3d97089e2541b468165f1a2dba06651bl14E8ff6T0L0B29724224dB8 73522 fd"
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SOFTWARE & BEYDMD

Tranzakciok, blokkok anatomiaja E-GROUP

< blockexplorer.com/rawblock/D eebad(7fdfbc20clddfaea

"hash":"000000000a40772eeba407f4fbc20c0ddfarac29e574133cf5d4217790f1c4ad3”,
"ver”:1,
"prev_klock":"0000000000c7074al70fcfdfe50f9688fBeaTadacac0ec4652386bag73640a33",
"mrkl root":"a3dS7089ee541b46816ff1a2dbal6651b148ff6T00829724224dBBT3202e2£d",
"time":1277142863,

"bits":470727268,

"nonce™":47901640,

. "hiash" : "3d5918c58d0alaatlcecl3246£Ted96dcTES 562645067 Tc409£13903b6cE6ale”,
"ver®:1,
"vin_sz":1,
"vout_ sz
"lock time": o,
"3122“:134,
minw: |
{
"prev_out":{
"hash":"0000000000000000000000000000000000000000000000000000000000000000",
"n":42594967295
Fe
"coinbase":"0464balelc0l64"
}
1,
"out™: [
{
"value":"50.00000000",
"scriptPubKey":"04542a792e9307e6bald5e860931eaBccdll3fd2bedabi3ce2elBledfc4c9TTc8EbT7a0983b0fa31d07b1bd998e607b0df22905becT75d491eb815f0c786882£386 OF CHECKSIG"
}

1

b

{
"hash":"9f33a682bafc433d4%bd38aed47e19d6922c49d04767582b4301a2dcBa88663",
"ver™":1l,
"vin sz":1,
"yout sz
"lack:time ":0,
"zize":200,

ninws |
{

"prev_out":{
"hash":"852dlcca9labfees0cbff749fE854913dcf681d64107d2bcedb4cafEcEdld4369”,
womg

te

"zcriptS5igT:"30450221008b6c29c8075286dT4bEE16832e0f2c0d5ed5T70c476TE774cbckbed844f966223002203702054f01b70cd3b47e1940c191clbbes7822a3bE8569512c0282bagld39662£01"

"value":"50.00000000",
"scriptPubKey":"04351f16d42269e28eT£701d3cTc206d78efa64117f2aee046f239ebfT744b782277d135d49f424bB0b339821d34c88c2ac5e4640b2efa419132a0e576713c27cced OF CHECKSIG™
}

1

1.

"mrkl_tree":[
"3d5918chEd0alaablcecl3Z46fT7ed96do7E556264F0677c409£13903b6cE6ale”,
"9f33a662bafc433d4%abd38a2d47219d6922c49d04T67582b4301a2dcBa98663",
"a3d8708%ee541b46816ff1a2dbal6651b14Eff6T0b0E297249ee4dEET73e82e2fd"

TEXE R SOFTWARE & BEYOND




Tranzakciok, blokkok anatomiaja E-GROUP

SOFTWARE & BEYDMD

< blockexplorer.com/rawblock/D eebad(7fdfbc20clddfaea

"hash":"000000000a40772eeba407f4fbc20c0ddfarac29e574133cf5d4217790f1c4ad3”,
"ver”:1,
"prev_klock":"0000000000c7074al70fcfdfe50f9688fBeaTadacac0ec4652386bag73640a33",
"mrkl root":"a3dS7089ee541b46816ff1a2dbal6651b148ff6T00829724224dBBT3202e2£d",
"time":1277142863,

"bits":470727268,

"nonce™":47901640,

"ver .
"vin_sz":1,
"vout_ sz
"lock time": o,
nEizen: 134,

minw: |
{

"prev_out":{
"hash":"0000000000000000000000000000000000000000000000000000000000000000",
"n":42594967295

Fe

"coinbase":"0464balelc0l64"

}
1,
"out™: [

{
"value":"50.00000000",

"scriptPubKey":"04542a792e53307e6baldse860931lealocdll3fd2be9abf3ce2e281cdfcd4cdTT7cEEbTTa098300fa31d07b1bd9982607b0df22905bec75d491eb815f0c7E8688e£386 OF_CHECKESIG"
}

"hash":"9f33a682bafc433d4%bd38aed47e19d6922c49d04767582b4301a2dcBa88663",
"ver™":1l,

"vin sz":1,

"vnuE_sz

"lock time":0,
"zize":200,
minm:|

{

"prev_out":{

"hash":"852dlcca9labfees0cbff749fE854913dcf681d64107d2bcedb4cafEcEdld4369”,

womg
te
"zcript5igT:"30450221008b6c29cE0752E86dT74bEE1683ee0f2c0d5ed570c476T7I774cbcbe4844f9682230022037b20f4f01b70cd3b47e1940c191clbbe57822a3b8569512c0282batld39662£01"

"value™:"50.00000000",

"scriptPubKey":"04351f16d42269e28eT£701d3cTc206d78efa64117f2aee046f239ebfT744b782277d135d49f424bB0b339821d34c88c2ac5e4640b2efa419132a0e576713c27cced OF CHECKSIG™
}

1
1.
"mrkl_tree":[
—- "345918c58d0alaatlcecl3246E7ed96dcTE556264E067T7c409£13903b6cE6ale",
"9f33a662bafc433d4%abd38a2d47219d6922c49d04T67582b4301a2dcBa98663",
"a3d8708%ee541b46816ff1a2dbal6651b14Eff6T0b0E297249ee4dEET73e82e2fd"
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Tranzakciok, blokkok anatoémiaja E-GROUP

eebad(7fdfbc20clddfaea

< blockexplorer.com/rawblock/D

"hash":"000000000a40772eeba407f4fbc20c0ddfarac29e574133cf5d4217790f1c4ad3”,

"ver”:1,

"prev_klock":"0000000000c7074al70fcfdfe50f9688fBeaTadacac0ec4652386bag73640a33",
rF"nrkl root":"a3d9708%ee541b46816E51a2dbal6651bl48EE670b05829724ee4dEET3e0222E4",

"time":1277142863,

"bits":470727268,

"nonce™":47901640,

"hash":"3d5918c5Bd0alaablcecl3246fT7ed96dcTE556264£0677c409£13903b6cEGaLE",
"ver”:1,
"vin_sz":1,
"vout_ sz
"lock time": o,
"3122“:134,
minw: |
{
"prev_out":{
"hash":"0000000000000000000000000000000000000000000000000000000000000000",
"n":42594967295
Fe
"coinbase":"0464balelc0l64"
}
1,
"out™: [
{
"value":"50.00000000",
"scriptPubKey":"04542a792e9307e6bald5e860931eaBccdll3fd2bedabi3ce2elBledfc4c9T7c85bT7a0983b0fa31d07b1bd998e607b0df22905becT75d491eb815f0c786882£386 OF CHECKSIG"
}

"hash":"9f33a682bafc433d4%bd38aed47e19d6922c49d04767582b4301a2dcBa88663",
"ver™":1l,

"vin sz":1,

"yout sz
"lack:time ":0,
"zize":200,

ninws |
{

"prev_out":{
"hash":"852dlcca9labfees0cbff749fE854913dcf681d64107d2bcedb4cafEcEdld4369”,
womg

te

"zcriptS5igT:"30450221008b6c29c8075286dT4bEE16832e0f2c0d5ed5T70c476TE774cbckbed844f966223002203702054f01b70cd3b47e1940c191clbbes7822a3bE8569512c0282bagld39662£01"

"value":"50.00000000",
"scriptPubKey":"04351f16d42269e28eT£701d3cTc206d78efa64117f2aee046f239ebfT744b782277d135d49f424bB0b339821d34c88c2ac5e4640b2efa419132a0e576713c27cced OF CHECKSIG™
}

1

"mrkl_tree":[
"3d591B8chEd0alaablcecl3Z46fT7ed96do7E556264F0677c409£13903b6cE6ale" |

- "9£33a682bafc433d4%abd38a2d47219d6922c49d04T67582b4301a2dcBa98663" |

"a3d8708%ee541b46816ff1a2dbal6651b14Eff6T0b0E297249ee4dEET73e82e2fd"
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Tranzakciok, blokkok anatoémiaja E-GROUP

eebad(7fdfbc20clddfaea

< blockexplorer.com/rawblock/D

"hash":"000000000a40772ecbad407f4fbc?20c0ddfarac?9e574133cf5d4217730f1c4ad3",

"ver”:1,
"prev_klock":"0000000000c7074al70fcfdfe50f9688fBeaTadacac0ec4652386bag73640a33",
"mrkl root":"a3dS7089ee541b46816ff1a2dbal6651b148ff6T00829724224dBBT3202e2£d",
"time":1277142863,

"bits":470727268,

"nonce":47901640,

"hash":"3d5918c5Bd0alaablcecl3246fT7ed96dcTE556264£0677c409£13903b6cEGaLE",
"ver”:1,
"vin_sz":1,
"vout_ sz
"lock time": o,
"3122“:134,
minw: |
{
"prev_out":{
"hash":"0000000000000000000000000000000000000000000000000000000000000000",
"n":42594967295
Fe
"coinbase":"0464balelc0l64"
}
1,
"out™: [
{
"value":"50.00000000",
"scriptPubKey":"04542a792e9307e6bald5e860931eaBccdll3fd2bedabi3ce2elBledfc4c9T7c85bT7a0983b0fa31d07b1bd998e607b0df22905becT75d491eb815f0c786882£386 OF CHECKSIG"
}

"hash":"9f33a682bafc433d4%bd38aed47e19d6922c49d04767582b4301a2dcBa88663",
"ver™":1l,

"vin sz":1,

"yout sz
"lack:time ":0,
"zize":200,

ninws |
{

"prev_out":{
"hash":"852dlcca9labfees0cbff749fE854913dcf681d64107d2bcedb4cafEcEdld4369”,
womg

te

"zcriptS5igT:"30450221008b6c29c8075286dT4bEE16832e0f2c0d5ed5T70c476TE774cbckbed844f966223002203702054f01b70cd3b47e1940c191clbbes7822a3bE8569512c0282bagld39662£01"

"value":"50.00000000",
"scriptPubKey":"04351f16d42269e28eT£701d3cTc206d78efa64117f2aee046f239ebfT744b782277d135d49f424bB0b339821d34c88c2ac5e4640b2efa419132a0e576713c27cced OF CHECKSIG™
}

1

1.

"mrkl_tree":[
"3d5918chEd0alaablcecl3Z46fT7ed96do7E556264F0677c409£13903b6cE6ale”,
"9f33a662bafc433d4%abd38a2d47219d6922c49d04T67582b4301a2dcBa98663",
"a3d8708%ee541b46816ff1a2dbal6651b14Eff6T0b0E297249ee4dEET73e82e2fd"
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Tranzakciok, blokkok anatoémiaja EGROLIE

Calculate addresses based on scriptPubKey

Genesis Block - address[scriptPubKey]: 04678afdb0fe5548271967f1a67130b7105cd6a828e03909a67962e0eal 6l debb4916
Genesis Block - address[BASES8]: 1A1zP1eP3QGefi2 DMPTITLSSLimv7DiviNa
Genesis Block - address[OP_HASH160]: 62e907b15cbf27d5425399ebf6f0{b50ebb88118

Non-Genesis Block - address[scriptPubKey]: 04e9bcdabde3 7Tfe394cfele?al612a098da%al 3th677694ddd0fe1078fbb1bo57T.
Non-Genesis Block - address[BASES8]: 1FErl wEARahr@m45{FLL2HLT T CGkdk6rH
Non-Genesis Block - address[OP_HASH160]: 9d222a35a9dc9dda%afe8f7823b8501b08322355

Full Block - address[scriptPubKey]: 0454ea792e930726bald5e86093 1ealcedl13fd2beBabf3celelElcdfcdcO7 78507 7a008:
Full Block - address|[BASES8]: 1J4r3ikdNnxmw VezrMcYDENdgk] Swicvee
Full Block - address[OP HASHI160]: bb345418179b278abc456ctbed94d1b542608c4e

TEXE R SOFTWARE & BEYOND



Tranzakciok, blokkok anatomiaja E-GROUP

f/derive address from public key (scriptPubKey)

=)

SOFTWARE & BEYDMD

Zaddress = scriptPubKey to_address ($tx_out_ scriptPubKey data, $ver):

function scriptPuhKey_to_address(EscriptPubKey, Zver)

i

Zaddres=z = array|():
faddress(["scriptPubEey'] = SscriptPubKey;
faddress["BL B!

Zaddresz["

//key_hash: first hash (SHA-25&)
Zdata = pack('H*', £scriptPubKey):
fhash = hash('=shaZ5e"', Sdata, FALSE):

//key_hash: second hash (RIPEMD-1&0)
Zdata = pack('H*', £hash):;

fhash = hash('ripemdlé0', £data, FALSE);
faddress['OF_HASH1&0'] = $hash;

£key _hash = $ver . Shash;

S /checksum: firat hash (SHR-256)
Zdata = pack('” $key_hash)

r
fhash = hash('=shaZ5e"', Sdata, FALSE):

S /checksum: =second hash (5HR-256&)

Zdata = pack(’ ;, Shash);

fhash = hash('=shaZ5e"', Sdata, FALSE):

Zchecksum = =subsatr (S hash, 0, 8):

S /faddress

faddress['BLSESE'] = baseS58& encode ($key hash . $checksum);

return faddreszs;
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Tranzakciok, blokkok anatoémiaja E-GROUP

Calculate block hash based on block chain data

Genesis Block - block hash: 000000000019d6689c085ae165831e934ff763ac46a2abc172b3f1b60alce26f
Non-Genesiz Block - block hash: 00000000000003455fec%ec2513defdea?dde?c5d3d991c%aa59e622626c8fcc
Full Block - block hash: 000000000a40772eebad07f4fbc20c0ddfacac?9e5741353c5d217790f1 c4ad3

Calculate transaction hash based on transaction data

Genesis Block - tx_hash (coinbase): 4aSele4baab89f3a32518a88c31bc8T1618f76673e2ccTTabl12TbTafdeda33b
Non-Genesis Block - tx_hash (seriptSig): 08901b81e3%bc61d632c93241c44ec3763366bd57444b01494481ed46079c898
Full Block - tx_hash (coinbase): 3d5918c58d0alaablcec13246f7ed96dc 785562641067 7c409f135903b6c86al6

Full Block - tx_hash (scriptSig): 9f33a682ba8c433d49abd38aed47e19d6922c49d04767582b4301a2dc8a98663
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//block hash

Shash = hex_Ieversediinteger_to_hex(Sver, 8))
hex_Ieversed(Sprev_blockj
hex_Ieversed(Smrkl_root]
hex_Ieversediinteger_to_hex(Stime, 8))
hex_Ieversediinteger_to_hex(Sbits, 8))
hex_Ieversediinteger_to_hex(Snonce, 8y}

calculate_hlock_tx_hash(Ehash];

function calculate_block_tx_hash(Sdata]
i
Siblock hash: fir=st hash (S5HL-25&)
Zdata = pack('H~', &data):
Zhash = hash('shaZ5e"', Sdata, FALSE):
S /block hash: second hash (SHL-256
Z2data = pack('H*', S%hash):
Zhash = hash('shaZ5e"', Sdata, FALSE):

S freverze byte order
£block _hash = hex reversed ($hash):

return $block hash:
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//tx_hash (goinbase)

$tx in = tx in
hex_reversed(Etx_in_prev_oat_hash[Scounter]]
hex_reversed(integer_to_hex(Stx_in_prev_out_n[Scounter], 8))
hex_reversed(integer_to_hex(strlen(Stx_in_coinbase[Scounter]]il, 2))
Etx_in_coinbase[Scounter];

Stx_in_coinhase[:] = hex_reversed(integer_to_hex(strlen(hex_reversed(integer_to_hex(&bits, 8yy)£2, 23)
hex_reversed(integer_to_hex(ﬂbits, 8))
hex_reversed(integer_to_hex(strlen(hex_reversed(integer_to_hex(Etx_in_coinbase_extranonce[I], 23372, 2))
hex_reversed(integer_to_hex(Stx_in_coinhase_extranonce[I], 2))
hex_reversed(integer_to_hex(strlen(Stx_in_coinbase_data[I]jfj, 2})
$tx in coinbase datal[0];

$tx out = $tx out
hex_reversed(integer_to_hex(Stx_oat_valae[Scounter] * pow (10, 8), 16))
hex_reversed(integer_to_hex(strlen(Stx_out_scriptPubKey]iE, 2))
$tx out scriptPubKey:

Stx_oat_scriptPabKey = hex_reversed(integer_to_hex(strlen(Stx_oJt_scriptPubKey_data[Scounter]]ﬁj, 2))
Etx_out_scriptPubKey_data[Scoanter]
$0P CHECKSIG;

Stx_hash = hex_reversed(integer_to_hex(ﬂver, 8))
hex_reversed(integer_to_hex(Stx_vin_sz, 2})
$tx in
hex_reversed(integer_to_hex(Stx_seqaence_nunber, 8))
hex_reversed(integer_to_hex(Stx_voat_sz, 2))
$tx out

hex_reversed(integer_to_hex(Stx_lock_time, 8y}

calculate_block_tx_hash(Stx_hash];

TEXE R SOFTWARE & BEYOND



I
=
Tranzakciok, blokkok anatoémiaja E-GROUP

f/tx _hash (=scriptS5ig)

$tx in = $tx _in
hex_reversed(St:-:_in_prev_uut_'nas'n:Scr:u'.lnte:r: )
hex reversed(integer to hex (E-tx_in_prev_r:u'.lt_n [$counter], 2))
hex reversed(integer to hex(strlen (Stx_in_scriptSig] F2))
$tx_in scriptsig:
E—-tx_in_scriptSig = hex_reversed(integer_tu_hex(strlen|:Stx_in_scriptSig_sig_data [$counter] ) /S2))
$tx _in scriptSig sig_data[$counter]
hex reversed(integer to hex(strlen l:51:x_in_scriptSig_p'Jl:Key_data [$counter])/2))
$tx _in scriptSig pubKey data[$counter]:
$tx out = $tx out
hex reversed(integer to hex (E-tx_r:n'.:tt_val'.:le [$counter] * pow(l0, 3), 1&))
hex reversed(integer to hex(strlen (Etx_u'.lt_scriptP'.Jl:Key] F2, 2}))
$tx_out_scriptPubKey:
E—-tx_n'.lt_scriptl?:ll::{ey = hex reversged(integer to hex(strlen l:51:x_o'.lt_scriptP'.Jl:Key_data [$counter])f2, Z))
$tx _out_scriptPubKey data[$counter]
$0P_CHECKSIG:
$tx _hash = hex reversed|integer to_hex($ver, Z})
hex reversed(integer to hex (E-tx_vin_sz, 2))
$tx _in
hex reversed(integer to hex (E-tx_seq'aence_n'ml:er, 3))
hex reversed(integer to hex (E-tx_vout_sz, 2))
$tx out
hex_:reversed(integer_tu_hex(E-tx_lock_tin'.e, 3)):

calculate block tx hash (Stx_'nas'n] H
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Calculate Merkle Tree hashes based on transaction hashes

Merkle-tree Block - 1 comnbase + 5 scriptSig: 000000000000a85d42610b292d2bacbe54ff0c85484 7fe3d2ca3 Tac /dbe46b99

mrkl tree[0]: 3a459eab5{0cf8394a2 1e04d2ed3b2beecaas 979591 2:20b9c680e9db74dib1 B

mrkl tree[1]: be38fd6f0eccba72416aed715851fd07b8E1fb7928b7622847314588e06a6b7

mrkl tree[2]: d173f2al2b6ff63a77dH=Tbbb390bdb02b826d0773990ebb016dc9297332be

mrkl tree[3]: 59d1e83e5268bbb4912344f23cbbf2a7c0aal7df553484afeePe82385£cT052f

mrkl_tree[4]: flce77a69d06efb79e3b08a0ff441fa3bldeal71b358d55244d56dd797ac60c

mrkl tree[5]: 84053cba91fe6591d3afal bf2fd0e3746b99215b50cd74e44bdas507d8edf52e0

mrkl_tree[6] = mrkl_tree[0] + mrkl_tree[1]: 13a3395f2610c8e4d727130daadeb6c772fdecdbd2463d773fd0f85c20ced32d
mrkl tree[7] =mrkl tree[2] + mrkl tree[3]: fHae335dc2d2aecbbalS5ebd(3caatb820e6c0534531051066810080e0d822c8
mrkl_tree[8] = mrkl_tree[4] + mrkl_tree[5]: a731efbeabe73bdf9d08d5760104feff915d9d807d4c62178cdeb98d8c25f43
mrkl tree[9] = mrkl tree[6] + mrkl tree[7]: 59545fd8dfdd821caTaccecabl655d77437f5bbasaaasealcl42a26bcYacs14b
mrkl tree[10] = mrkl tree[8] + mrkl tree[8]: 15ecalaa3e2cc2bIbdfbe(62911ddal7i329500fcdcd6ef5346d163211266b3b3
mrkl tree[11] =mrkl tree[9] + mrkl tree[10]: 9cdf7722eb64015731ba9794e32bdefd9cf69b42456d3115e5%aedbb8c57ed52
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/fblock hash: first hash (S5HA-25&)
Zdata) ;

2data, FALSE):

Sdata = pack('H*',
fhash = hash('sha25&',
//bBlock hash: second hash (SHR-2Z2356)
Sdata = pack('H*', Shash):;
fhash = hash ('sha2?56', Sdata, FALSE):
/freverse byte order

Eblock hash = hex reversed|Shash);

return Sblock hash;
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scriptSig/sig alairas: DSA, ECDSA

Elliptikus gorbén alapulé DSA, ahol a nyilvanos kulcs egy (x1, y1) pont a
kivalasztott gorbén (pl. secp256k1).

m: lizenet Elliptic Curve DSA
k: véletlenszam [1, n-1]

For Alice to sign a message 171, she follows these steps:

x1, y1: gorbe pontja,

Calculate ¥ = 11 mod n- If y = (). go back to step 3.

titkos kulcs
(r, s): alairas

Calculate g = k_lg:z + Td];) mod 7. T s = (). go back to step 3.
The signature is the pair [r, 5).

L 1. Calculate e = HASH(m). where HASH is a cryptographic hash function, such as SHA-1.
nyi Ivanos kulcs 2 Let z be the [, leftmost bits of €, where [, is the bit length of the group order 1.
n: bézispont rendje 3. Select a random integer k from [1, n — 1]
’ , 4. Calculate th int = .
d: véletlenszam [1, n-1], e mecime pom (m ) = kX &
6.
7.

forras: http://en.wikipedia.org/wiki/Elliptic_curve_cryptography
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ECDSA: secp256k1 vs. secp256r1

2.4.1 Recommended Parameters secp256kl

The elliptic curve domain parameters over Fy associated with a Koblitz curve secp2b6kl are
specified by the sextuple T = (p,a,b, G, n, ) where the finite field F, is defined by:

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFEF FFFFFFFF FFFFFFFE
FFFFFC2F
— 2256_232_29_28_2?

p =

—26 241
The curve E: y* = 2 + ax + b over Fy is defined by:

00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000007

a =

The base point G in compressed form is:

G = 02 T9BEGETE FADCBEBAC 55A06295 CES8T0B0O7 029BFCDB 2DCE28D9
59F2815B 16F81798

and in uncompressed form is:

G = 04 TO9BE6ETE FODCBBAC 55A06295 CEST0BO7 029BFCDB 2DCE28D9
59F2815B 16F81798 483ADATT 26A3C465 5DA4FBEFC OE1108A8 FD17B448
A6855419 9C47D08F FB10D4B8

Finally the order n of G and the cofactor are:

n — FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE BAAEDCEE AF48A03E BFD2EERC
D0364141
h = 01
forras:
[ ]

=)

E-GROUP

SOFTWARE & BEYDMD

2.4.2 Recommended Parameters secp256rl
The verifiably random elliptic curve domain parameters over F, secp256rl are specified by the
sextuple T' = (p,a,b, G, n, h) where the finite field F,, is defined by:
p FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFF FFFFFFFF
FFFFFFFF
222-1(232 o 1} 1+ 2192 4 2'}6 -1

The curve E: y* = 2 + az + b over F,, is defined by:

FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFF FFFFFFFF

a =

FFFFFFFC

b = GACE35D8 AA3AQ3E7 B3EBBDEE 769886BC 651D06B0 CCE53B0F6 3BCE3C3E
27D2604B

E was chosen verifiably at random as specified in ANSI X9.62 [}10.02] from the seed:

S = (49D3608 86ET0493 6A6678EL 139D26B7 819FTEQ0

The base point G in compressed form is:

G = 03 6B17D1F2 E12C4247 F8BCEGES 63A440F2 77037D81 2DEB33A0
F4A13945 D898C296

and in uncompressed form is:

G = 04 6B17D1F2 E12C4247 F8BCEGES 63A440F2 77037D81 2DEB33A0
F4A13945 D898C296 4FE342E2 FE1ATFOE S8EE7TEB4A TCOF9E16 2BCE3357
6B315ECE CBB64068 37BF51F5

Finally the order n of G and the cofactor are:

n = FFFFFFFF 00000000 FFFFFFFF FFFFFFFF BCEGFAAD A7179E84 F3B9CAC2
FC632551
B = 01

http://www.secg.org/download/aid-784/sec2-v2.pdf
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2d6a09e5bd4404d48 (& "

2eb4125adcab78a25

blockexplerer.com/rawte/81bdc

"hash":"81b4c832d70cb56ff957589752eb4125a4cab78a25a8fc52d6a0%9e5bd4404d48",

"ver":l,
"vin_sz":3,
"wvout sz":2,

"lock:\:ime":o,
"size™:617,

ninm: |
{
"prev_out":{
"hash":"d47027dBadaZaabd4118e3defcedBsobidEBef6f9becl473e71b3fb2d08e9c4cT",
e
re

"scriptS5ig":"3045022100b2fd3f8atc226f2addblb663009c344e2c351dad0dafi22dlcbl2fe77e81563a02206e012ef6235d10ee058d4c3delb44atcaliebc5e9938826004f306b2E96E320201
04365c78Taafs2al81a6:2110f9d3daa08103f91b1512kea21398b%alflbebbdas9155daadBsbldabbf3lecdbbedbbd38344204a1dbld33cckbd7d01c2051c0974a"
te
{
"prev_out":{
"hash":"9922£02971fa480eT7920fb06299b04204a5362b9E87aaT780b31E5accT15b53e",
nomeg
1)
"scriptS5ig":"3045022100faf84d50e89decefT7d2cfOfEb4600b8de56fdT788d0f66521a04378£90b49aET7602204608cdeT7T6£da754ce871abffe73de4d2%9aa34c03a50d96085200825baeT32401
045684d9b38346debT7f93b6bE2B2dcf822Tbfcb72913d8f4c5fad9987e38770467fee26b5a0b57d0aef4df4002463ec1f1934640d6905eedeled28bbTe432bcbdl™
te
{
"prev_out":{
"hash":"5525b0e3b3E610926654bT0a9991ca32494478a6%bdoc5fadecbebdosT174325,
gy
b
"script5ig":"304402206f361fb4b%7aaral4f18cf9ffElalE6e48ed447E83T7926e93e0ab28d4d48226c802201565b73f2f03effacf429e7aB40543c577347516f256dcc3defE558faBeffecef0l
040dc0d62bdET7d2e54be3f95c4187fa30d48d6cd00431978401dd798b74507d%adba57fd9434876£562735baef0bb8d6e35366c2clElb6d961b8362ad95afT726aa"
H
1.
Mout": [
{
"walue":"0.00101234",
"scriptPubKey":"OF DUF OP HASH160 df3bd30160eécél45baalf2c88aB8844c13a00d1d5 OF EQUALVERIFY OF CHECKSIG"
te

cabd@f106a43

c||B-

blockexplorer.com) rawt

"hash":"3f285f083deTclacabdsfl0éad3ecd2é6ET7ablbebe2ed6f0d525db686794540 ",
"wver”:1,

"vin _sz":1,

"vauEisz' 1,

"lock time™:0,

"prev_out":{
"hash":"81lb4c832dT70ck56££957589752eb4125a4cabT8a25aBfc52d6al9ebbd4404d48”,
wamag
in
"3criptS5ig":"304402202ckb265bf10707bf49346c3515dd3d1efc454618cE8ec0a0ff448a676c04fE71302206c6624d762alfcef4618284ead8f08678ac05b13084235f165426adl68233e8201
0414e301b2328£17442c0b8310d78TbE3dE8a404cfbd0T04£135b6ad4b2d3eeT51310£981926253a6e8c3%d7d3fe£d576c543cc2493cbac06388£2651dlaachfcd”
}

’
"out": [
{
"value":"0.00091234",
"scriptPubKey":"0P_DUP OF HASH160 c8e90996cTce080ee06284600c684ed904dl4cic OF_EQUALVERIFY OF CHECKSIG"
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d70ch 56

< blockexplorer.com/rawbe/81h4ciz 2ebd125a4cab78a25alfc52d6a09e5bd4404d48 (e v

{
—| "hash":"81b4c832d70ch56E£357589752eb4125a4capT8a25a8fc52d6a09e5bd4404d4E"n,|

fverm:il,
"vin_sz":3,
"wvout sz":2,

"lock:\:ime":o,
"size™:617,

ninm: |
{
"prev_out":{
"hash":"d47027dBadaZaabd4118e3defcedBsobidEBef6f9becl473e71b3fb2d08e9c4cT",
e
re

"scriptS5ig":"3045022100b2fd3f8atc226f2addblb663009c344e2c351dad0dafi22dlcbl2fe77e81563a02206e012ef6235d10ee058d4c3delb44atcaliebc5e9938826004f306b2E96E320201
04365c78Taafs2al81a6:2110f9d3daa08103f91b1512kea21398b%alflbebbdas9155daadBsbldabbf3lecdbbedbbd38344204a1dbld33cckbd7d01c2051c0974a"
te
{
"prev_out":{
"hash":"9922£02971fa480eT7920fb06299b04204a5362b9E87aaT780b31E5accT15b53e",
nomeg
1)
"scriptS5ig":"3045022100faf84d50e89decefT7d2cfOfEb4600b8de56fdT788d0f66521a04378£90b49aET7602204608cdeT7T6£da754ce871abffe73de4d2%9aa34c03a50d96085200825baeT32401
045684d9b38346debT7f93b6bE2B2dcf822Tbfcb72913d8f4c5fad9987e38770467fee26b5a0b57d0aef4df4002463ec1f1934640d6905eedeled28bbTe432bcbdl™
te
{
"prev_out":{
"hash":"5525b0e3b3E610926654bT0a9991ca32494478a6%bdoc5fadecbebdosT174325,
gy
b
"script5ig":"304402206f361fb4b%7aaral4f18cf9ffElalE6e48ed447E83T7926e93e0ab28d4d48226c802201565b73f2f03effacf429e7aB40543c577347516f256dcc3defE558faBeffecef0l
040dc0d62bdET7d2e54be3f95c4187fa30d48d6cd00431978401dd798b74507d%adba57fd9434876£562735baef0bb8d6e35366c2clElb6d961b8362ad95afT726aa"
H
1.
Mout": [
{
"walue":"0.00101234",
"scriptPubKey":"OF DUF OP HASH160 df3bd30160eécél45baalf2c88aB8844c13a00d1d5 OF EQUALVERIFY OF CHECKSIG"
te

0 blockexplorer.com/ rawte/ ideTclacabddf106a43ec c "

"hash":"3f285f083deTclacabdsfl0éad3ecd2é6ET7ablbebe2ed6f0d525db686794540 ",
"wver”:1,

"vin _sz":1,

"vauEisz' 1,

"lock time™:0,

"prev_out":{
b= "hash":"81b4c832dT70cb56££957589752eb4125a4cabT8a25aB8fc52d6a0%:5bd4404d48"™,
wamag
in
"3criptS5ig":"304402202ckb265bf10707bf49346c3515dd3d1efc454618cE8ec0a0ff448a676c04fE71302206c6624d762alfcef4618284ead8f08678ac05b13084235f165426adl68233e8201
0414e301b2328£17442c0b8310d78TbE3dE8a404cfbd0T04£135b6ad4b2d3eeT51310£981926253a6e8c3%d7d3fe£d576c543cc2493cbac06388£2651dlaachfcd”
}

’
"out": [
{
"value":"0.00091234",
"scriptPubKey":"0P_DUP OF HASH160 c8e90996cTce080ee06284600c684ed904dl4cic OF_EQUALVERIFY OF CHECKSIG"
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d70ch 56

“0 blockexplorer.com)/rawbe/81b4c8z 2ebd125a4cab78a25a8fc52d6al9e5bd4404d48 c N

"hash":"81b4c832d70cb56ff957589752eb4125a4cab78a25a8fc52d6a0%9e5bd4404d48",

"ver":l,
"vin_sz":3,
"wvout sz":2,

"lock:time":o,
"size™:617,

ninm: |
{
"prev_out":{
"hash":"d47027dBadaZaabd4118e3defcedBsobidEBef6f9becl473e71b3fb2d08e9c4cT",
e
re

"scriptS5ig":"3045022100b2fd3f8atc226f2addblb663009c344e2c351dad0dafi22dlcbl2fe77e81563a02206e012ef6235d10ee058d4c3delb44atcaliebc5e9938826004f306b2E96E320201
04365c78Taafs2al81a6:2110f9d3daa08103f91b1512kea21398b%alflbebbdas9155daadBsbldabbf3lecdbbedbbd38344204a1dbld33cckbd7d01c2051c0974a"
te
{
"prev_out":{
"hash":"9922£02971fa480eT7920fb06299b04204a5362b9E87aaT780b31E5accT15b53e",
nomeg
1)
"scriptS5ig":"3045022100faf84d50e89decefT7d2cfOfEb4600b8de56fdT788d0f66521a04378£90b49aET7602204608cdeT7T6£da754ce871abffe73de4d2%9aa34c03a50d96085200825baeT32401
045684d9b38346debT7f93b6bE2B2dcf822Tbfcb72913d8f4c5fad9987e38770467fee26b5a0b57d0aef4df4002463ec1f1934640d6905eedeled28bbTe432bcbdl™
te
{
"prev_out":{
"hash":"5525b0e3b3E610926654bT0a9991ca32494478a6%bdoc5fadecbebdosT174325,
gy
b
"script5ig":"304402206f361fb4b%7aaral4f18cf9ffElalE6e48ed447E83T7926e93e0ab28d4d48226c802201565b73f2f03effacf429e7aB40543c577347516f256dcc3defE558faBeffecef0l
040dc0d62bdET7d2e54be3f95c4187fa30d48d6cd00431978401dd798b74507d%adba57fd9434876£562735baef0bb8d6e35366c2clElb6d961b8362ad95afT726aa"
H
1.
Mout": [
i
"walue":"0.00101234",
-1 "scriptPubKey":"OF DUF COF HASH160 df3bd301&0e6cél4SbaafZcBBaBB44c13al0dlds OF EQUALVERIFY COF CHECKSIG"
te

0 blockexplorer.com/ rawte/ 3de7clacabddf106ad3ec

c||3-

rRashr o 2 s f0E3deTclacabdifl06ad3ecdZ2éETablbebe2e6f0d525db686794540 ",
"wver”:1,

"vin asz":1,
"vout_sz":1,
"lock time™:0,

Taizel: .
minw.[
{
"prev_out":{
= "hash":"81lb4c832dT70ck56££957589752eb4125a4cabT8a25aBfc52d6alfebbd4404d48 ",
wamag
in

[ "script5ig":"304402202cb265bE10707bE49346Cc3515dd3d16Ec454618c58ec0a0ff448a676c54fE71302206c6624d762alfcef46182842ad8E08678ac05b13c84235£1654e6ad168233e8201
(0414e301b2328£17442c0b8310d78TbE3d8a404cfbd0704£135b6ad4b2d3eeT751310£981926253a6eB8c3%d7d3fe£d576c543cc2493cbac06388£2651dlaachfcd”
}

’
"out": [
{
"value":"0.00091234",
"acriptPubKey":"0P DUP OF HASH160 cB8e890996cT7ce080ce06284600c684ed804dl4cSc OP EQUALVERIFY OP CHECKSIG"

1
1
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Tranzakciok, blokkok anatomiaja E-GROUP

SOFTWARE & BEYDMD

= ASN.1 Editor - Opening File: t¢_in_scriptSig_sig_data.dat = B
File View Tools Help

=|EH@ B A
i o) seuenc]

- (2,32) INTEGER : '2CB26SBF10T07BF43346C35150D3D146FC454618C58ECOROFF44ERETECS4FFTLS"

------ (36,32) INTEGER : "6C6624D762R1FCEF4618284ERDEF086TEAC05B13CA4235F1654E6RD165233E82"

v ASN.1 Editor - Opening File: t_in_scriptSig_pubKey data.dat = B
Eile Yiew Tools Help
=8| Ba|H|2]E] £]>[al

0. cc) seguenc]

5% (2,16) SEQUENCE

© .. (4,7) OBJECT TDENTIFIER : ecPublicKey : '1.2.840.10045.2.1
€ (13,5) OBJECT IDENTIFIER : : '1.3.132.0.10°

LJIN (20, 66) BIT STRING UnusedBits: 0 : '0414E301B2328F17442C0B23100727BF302L404CFBDOT04F135B6AD4B2D3EETS1310F;

signature-to-be-wverfied (B, 53
2cb265bf10707bf49346c3515dd3d16fed 5461 BedBeclalfdd Bab 7o c 548713
fcbb24d762alfcefd618284eadB3f0B678ac0ob13c84235f1654e6ad 16823382

public_key-to-be-used (Qu, Oy
14e301b2228117442c0b82 10478 o2 dBad 04 cfb d07 0411 25b6addb2d3ee 7013
10f981926e53a6e8c3% d7 d3fefd57 6054 Zcced B3 chbac 0638826 5 1d 1aackfcd

File: Name: C:\ARONYHACK\B

data-to-be-hashed-and-signed (Wag):
0100000001434d40d45b2ealdé52fcal208ab T caad 254 1eb 529758 57196fh 504

data-to-be-signed (hash(hdsg)):
fdat872%a6312e17ebd 1efad Mac2adatab B0 1266 10af57 3caab 27042321850 ’

It Size: 88 (bytes)

Sionature tested as expected received true, expected true.
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ECDSA és secp256k1 (Koblitz-gorbe)

a) nincs elterjedt HW tamogatas kulcstarolashoz
pl. Thales nCipher HSM-ek csak secp256r1 gorbét tamogatnak,
ezért sem lehetett HW-alapu kulcstarolas a hack-elt, online BitCoin
pénztarca-szolgaltatdknal (ld. bitcash.cz, inputs.io, bitcoinica.com)

egyedi HW megoldasok léteznek (pl. SatoshiLabs Trezor, Hardbit)

forras: http://bitcoin.hu/napokon-belul-uj-hardware-alapu-bitcoin-penztarcak-
jelennek-meg-a-piacon/

12. 8mm
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ECDSA és secp256k1 (Koblitz-gorbe)

b) D. J. Bernstein szerint bizonyos tamadasok ellen nem védett (Safe? False):
| Parameters: | ECDLP security: | ECC security: disc: CM f1E'I.d discr‘imfnants
| Cure |[Safe? | field |oquation] base | rho |manstor| disc | rigid |ladder| twist |complete] ind "SafeCurves requires the absolute value of this complex-
|An0ma|0us |False |True\/|True\/ |True\/|True\/|False |False |True\/|False |False |False |False mult_ipl_icat,ion .ﬁeld d.l'scrim.inant D tD bE.' larger than
|M—221 |True\/ |True\/ |True\/ |True\/ |True\/|True\/ |True\/ |True\/ |True\/ |True\/ |True\/ |True\/ 2}\100 "
|E-222 |True\/ |True\/ |True\/ |True\/ |True\/|True\/ |True\/ |True\/ |True\/ |True\/ |True\/ |True\/ )
|NIST P-224 |False |True\/|Tme\/ |TrueJ|TrueJ|TrueJ |TrueJ|Fa|se |False |False |False |False .
|CLINB1174 |True\/ |True\/ |True\/ |True\/ |True\/|True\/ |True\/ |True\/ |True\/ |True\/ |True\/ |True\/ Egg?:éhiider;s UirES curves to su ort S_l-m I.e fast
|CUN925519 |True\/ |True\/ |True\/ |True\/ |True\/|True\/ |True\/ |True\/ |True\/ |True\/ |True\/ |True\/ t t-t q . I. . d tpp . pl_ i '. !
[BN(2.254) [Faise [rruev/ [rue/ [Truev/[rue/ [False [False [ruev/|[False [False [False ||False constant-time single-coordinate single-scatar

|b|’EiI’1pDD|P255H |False |T|'ueJ|T|'ueJ |TI'LIEJ|TI'LIBJ|TI'LIEJ |T|'ueJ|T|'ueJ|Fa|59 |False |False |False mUI.t.ipl:icatiDn ['.']'

lanssi FRP2s6vi [False [Tuew/|[Tue |Tuew|[Tuev [Truev” [Tuew/|[False [False |[False [False  |[False

NIST P-256 False |[Tuev/ [Truev/ [Truew/ [Truev/ [Truew/” [Truew/ [False [False [[rrue/ [False  [False complete: Complx_s-teness

secp256k1 False True\/ True\/ True\/ True\/ True\/ False True\/ False True\/ False False ‘.Safe_cu_we% reﬁu"-es curves to SUPPGrt [“'] Cﬂmplete
E-382 Truev [TrueV/ |[Truev’  [Truew [Truew [Truew’” [Truew/ [Truew Truev/ | [Truev [Truev/ |[Truev/’ mu"t.lphcahon'

|M-333 |True\/ |True\/ |True\/ |True\/ |True\/|True\/ |True\/ |True\/ |True\/ |True\/ |True\/ |True\/ . Lo . . . .
[cune383187 [t [rued e e/ o o/ [rueed e/ [t el e |res/ ind: Innt:l15t1ngmsha\l:ﬂllt:,fr from un1ft_:>rn'_1 random st!'mgs
lbrainpooiP38att [False [rruew [Tev/ [Toew/ [Tuev/ [Tuew/ [Tuew/ [Tuev/ [False [tues/ [False |[False "Standard representations of elliptic-curve points are
msTP3ss  [Faise |[Truev/[true” |TueV/[truev/|[True [Tuew/ [Fatse [False |[Tuev/|False  |[False easily distinguishable from uniform random strings. This
|CUN941417 |True\/ |True\/ |True\/ |True\/ |True\/|True\/ |True\/ |True\/ |True\/ |True\/ |True\/ |True\/ poses a Prﬂblem for many Cr"y‘ptl:lgraph'ic pr‘ﬂtncols USing
|Ed443-GU|di|UCkS |True\/ |True\/ |True\/ |True\/ |True\/|True\/ |True\/ |True\/ |True\/ |True\/ |True\/ |True\/ Elllptlc curves: CEHSDrsh‘ip-C'ircumventiGn pl’GtDCDlS, for
511 e [Tuev/ [true” [truev//[True v/ [truev/ [truev/[True/ [T [Tue v/ [rue v [fTruev/ example, and password-authenticated key-exchange
|E-521 |True\/ |True\/ |True\/ |True\/ |True\/|True\/ |True\/ |True\/ |True\/ |True\/ |True\/ |True\/ PrGtDCOlS.“

forras: http://safecurves.cr.yp.to/

TEXE R SOFTWARE & BEYOND



I
=
Hibak, otletek E-GROUP

ECDSA és PRNG

Az ECDSA algoritmus esetében nem csak a kulcspar létrehozasahoz van sziikség
PRNG adatra (mint pl. RSA algoritmusnal), hanem az alairasok létrehozasahoz is.
Kérdéses azonban, hogy a klienseknél, a tranzakciék alairasahoz milyen minéségu
PRNG all rendelkezésre? (Id. Android JCA PRNG hibaja, amit pont a BitCoin csapata
fedezett fel, 2013. augusztus 15.)

A rossz minoségli PRNG és ECDSA alairasok kihasznalasara jo példa volt a Sony
PlayStation3 esete (ld. failOverflow el6adasa, 2010. december 29.).

SCE header

ehdr + phdr

metadata N\
ECDSA signature ‘

ehdr + hd again...
phdr #0 data
phdr #1 data
phdr #N data

I-VHS + S3V

forras: http://www.youtube.com/watch?v=4loZGYqaZ7Il
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ECDSA és kvantumszamitogép

A kvantumszamitogépen futtatott Shor és modositott Shor algoritmus érinteni fogja
mind az RSA, mind az ECDSA algoritmus alapjait (primfaktorizacio, diszkrét
logaritmus probléma).

Hosszabb tavon (10+ év) sziikség lesz pqcrypto algoritmusok alkalmazasara a
crypto currency megoldasoknal.

=

\mex» L
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SHA-256 vagy scrypt

Az SHA-256 algoritmus esetében elméletileg konnyebben fordulhat elé az ,,>50%
attack” - vagyis amikor a tamadé birtokolja a szamitasi kapacitasok tobb, mint
felét, és ezaltal tudja manipulalni a rendszert (pl. mas lancok propagalasa,
,double spending”) -, mint scrypt esetében (ld. ASIC vs. memoériaigényes
miveletek). Ennek a lehetosége azonban csak kisebb kozosségeknél lehet valos
veszély, masrészt a scrypt esetében is talaltak mar egyszerisitési lehetoségeket,
amelyek csokkentik a két modell kozotti kiilonbséget.

forras: http://blog.ircmaxell.com/2014/03/why-i-dont-recommend-scrypt.html
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dontési logika

A ,selfish mining strategy” tamadasrél szélé tanulmanyt 2013. november 1-én
tették kozzé, amely a BitCoin protokolljaban levd, tranzakcidkat, blokkokat érinté
dontési logika hibajat hasznalja ki. A nem nyilvanossagra hozott tranzakciok,
blokkok tovabbnovelésével és alternativ blokkok kialakitasaval lehetéség van
,double spending” tamadas végrehajtasara. A jelenlegi - csak a tranzakcidk szama,
blokkok hossza - alapjan torténdé dontés helyett mas logikara lesz sziikség (pl.
kriptografiai idobélyeg, megbizhaté harmadik felektdél, jogi értelemben vett
idobélyeg szolgaltatoktol).

forras: http://arxiv.org/pdf/1311.0243v5.pdf
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