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About present and future
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Post-Quantum Cryptography: classical computers and quantum computers

mathematics of cryptographic primitives and algorithms

• MD5 collisions: Flame, modified signed Windows updates

implementations of cryptographic primitives and algorithms

• kleptography: Dual_EC_DRBG (PRNG)

• entropy: Android JCA (Bitcoin ECDSA), OpenSSL (PRNG)

• usage: ECDSA (Sony PlayStation 3)

SSL/TLS: ECDHE vs. RSA(PRNG vs. PFS)

• code audits: TrueCrypt

About present and future

E-Group, https://www.egroup.hu/
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Post-Quantum Cryptography: classical computers and quantum computers

behaviours of cryptographic primitives and algorithms

• superposition: classical computer vs. quantum computers

• adiabatic qc: D-Wave Systems (sold to e.g. Lockheed Martin)

About present and future

E-Group, https://www.egroup.hu/
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Post-Quantum Cryptography: classical computers and quantum computers

„Imagine that it's fifteen years from now. Somebody announces that he's

built a large quantum computer. RSA is dead. DSA is dead. Elliptic curves,

hyperelliptic curves, class groups, whatever, dead, dead, dead. So users are

going to run around screaming and say 'Oh my God, what do we do?' Well,

we still have secret-key cryptography, and we still have some public-key

systems. There's hash trees. There's NTRU. There's McEliece. There's

multivariate-quadratic systems.”

http://pqcrypto.org/

OK, but why?

Shor’s algorithm (finding order of a group) and Grover’s algorithm runs

faster...

So, now what?

signature: we can wait until real quantum computer...

encryption: now it is already too late!

Quantum-Safe Perfect Forward Secrecy (QSPFS)

About security levels

E-Group, https://www.egroup.hu/
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About security levels
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ETSI: Quantum Safe Cryptography v1.0.0 (2014-10)

„[...] symmetric key algorithms like AES that can be broken faster by a

quantum computer running Grover’s algorithm than by a classical computer.

[...] This is to say that AES-128 is as difficult for a classical computer to

break as AES-256 would be for a quantum computer.”

About security levels

E-Group, https://www.egroup.hu/
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Post-Quantum Cryptography: classical computers and quantum computers

Hash-based:

• hash functions, HMAC structures are quantum safe

• signature (Lamport, Merkle etc.)

Lattice-based:

• shortest/closest vector problem (László Lovász, Miklós Ajtai)

• signature, encryption (GGH, NTRU etc.)

Multivariate equations-based:

• signature (UOV, Oil and Vinegar etc.)

Code-based:

• syndrome decoding problem, error-correcting codes

• signature, encryption (McEliece, Niederreiter etc.)

Symmetric key-based:

• encryption (AES, Twofish etc.)

About standards and papers

E-Group, https://www.egroup.hu/
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IETF: NTRU Cipher Suites for TLS (2001-07-03)

https://tools.ietf.org/html/draft-ietf-tls-ntru-00

IETF: Hash-Based Signatures (2014-07-04)

https://tools.ietf.org/html/draft-mcgrew-hash-sigs-02

ETSI: Quantum Safe Cryptography v1.0.0 (2014-10)

https://portal.etsi.org/Portals/0/TBpages/QSC/Docs/Quantum_Safe_White

paper_1_0_0.pdf

IETF: XMSS: Extended Hash-Based Signatures (2015-03-23)

https://tools.ietf.org/html/draft-huelsing-cfrg-hash-sig-xmss-00

IETF: Use of the Hash-based Merkle Tree Signature (MTS) Algorithm in the

Cryptographic Message Syntax (CMS) (2015-03-31)

https://tools.ietf.org/html/draft-housley-cms-mts-hash-sig-02

About standards and papers

E-Group, https://www.egroup.hu/
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Daniel J. Bernstein, Daira Hopwood, Andreas Hülsing, Tanja Lange, Ruben

Niederhagen, Louzia Papachristodoulou, Michael Schneider, Peter Schwabe,

Zooko Wilcox-O'Hearn

SPHINCS: practical stateless hash-based signatures

http://sphincs.cr.yp.to/

Daniel Augot, Lejla Batina, Daniel J. Bernstein, Joppe Bos, Johannes

Buchmann, Wouter Castryck, Orr Dunkelman, Tim Güneysu, Shay Gueron,

Andreas Hülsing, Tanja Lange, Mohamed Saied Emam Mohamed, Christian

Rechberger, Peter Schwabe, Nicolas Sendrier, Frederik Vercauteren, Bo-Yin

Yang

Post-Quantum Cryptography for Long-Term Security (2015-09-07)

http://pqcrypto.eu.org/docs/initial-recommendations.pdf

About standards and papers

E-Group, https://www.egroup.hu/
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KISS („Keep It Simple Stupid”) principle has advantages:

Zooko Wilcox-O’Hearn: Tahoe-LAFS mailing list

„That is: a hash-based digital signature scheme can be broken if you can

break the underlying secure hash function. All other digital signature

schemes can be broken if you can break the secure hash function that they

use for generating a message representative, *or* if you can break the

digital signature scheme itself.”

Daniel J. Bernstein, Johannes Buchmann, Erik Dahmen: Post-Quantum

Cryptography

„To me hash-based cryptography is a convincing argument for the existence

of secure post-quantum public-key signature systems.”

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• define the parameters of algorithm (e.g. LDWM_SHA256_M32_W1)

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• generate private key chunks

• LDWM private key chunks can be applied to create signatures at most

once!

LDWM is a One-Time-Signature scheme (OTS)!

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• key structure contains: ID of LDWM parameter set, private key chunks

e.g. 83886085: ldwm_sha256_m32_w1 = 0x05000005 (IETF)

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• derive public key chunks from private key chunks (hash function)

concatenate public key chunks and hash them to get public key

• Winternitz: y[i] = F^e(x[i]), where e = 2^w – 1

„The parameter w can be chosen to set the number of bytes in the

signature [...] LDWM with w=1 has been shown to be existentially

unforgeable under an adaptive chosen message attack [...].”

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• key structure contains: ID of LDWM parameter set, public key

e.g. 83886085: ldwm_sha256_m32_w1 = 0x05000005 (IETF)

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• X.509 certificate contains: ID of LDWM parameter set, public key, OID

e.g. 1.3.6.1.4.1.8301.3.1.3.1.1.2: OTS with SHA-256 (TU Darmstadt)

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• X.509 certificate contains: ID of LDWM parameter set, public key, OID

e.g. 1.3.6.1.4.1.8301.3.1.3.1.1.2: OTS with SHA-256 (TU Darmstadt)

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• the data to be signed is also needed, of course...

• this input data can be any binary string (as usual)...

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• derive signature chunks from private key chunks (hash function)

• checksum is also needed as input parameter to generate signature

• signature: y[i] = F^a(x[i]), where a = w-bit values based on H(message)

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• derive signature chunks from private key chunks (hash function)

e.g. 83886085: ldwm_sha256_m32_w1 = 0x05000005 (IETF)

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

• derive public key chunks from signature chunks (hash function)

if (derived public key from signature ==

retrieved public key from X.509 certificate)

{

verification result is „successful”

}

else

{

verification result is „failed”

}

About hash-based algorithms

E-Group, https://www.egroup.hu/



26
E-Group, https://www.egroup.hu/E-Group, https://www.egroup.hu/

LDWM (Lamport-Diffie-Winternitz-Merkle)

On one hand, be careful when...

• applying secure PRNG and secure hash function to generate key chunks

• managing private key states (deletion after signature creation: user/CA)

About hash-based algorithms

E-Group, https://www.egroup.hu/
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LDWM (Lamport-Diffie-Winternitz-Merkle)

... but on the other hand, it is

• ideal for human usage (such as on the field of e-government, e-voting)

• easy to implement and easy to use

• simple and secure, because cryptographic layer is based just on hash

functions

About hash-based algorithms

E-Group, https://www.egroup.hu/
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Thank you!

Áron SZABÓ

pqcrypto_LDWM.PHP

http://sourceforge.net/projects/pqcrypto-ldwm-php/

E-Group, https://www.egroup.hu/


